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, - -Java - Configure Java - Security - Manage sertificates:
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| £| Java Control Panel

| zeneral I Update I Java Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

() Very High

and only if the certificate can be verified as not revoked.

|
| @ High
|

[

the revocation status of the certificate cannot be verified.

Exceplion Site List

prompts.

https://nca. pki.gov kzf

Only Java applications identified by a certificate from a trusted authority are allowed to run,

Java applications identified by a certificate from a trusted authority are allowed to run, even if

Applications launched from the sites listed below will be allowed to run after the appropriate security

Edit Site List... ]

Client Authentication:




Certificates u

Certificate type: | Client Authentication

[Trusted Certificates
User Secure Site
Signer CA

Issued To  |Secure Site CA
Client Authentication

L
| Export Remove Details
Close
. Details
l‘liﬁcates q
Certificate type: [{ient Authentication = ]
User | System
Issued To

Issued By
EPMIMNOBA AHA

HY¥L| PK (RSA)

Validity.




Betais - Cetificate

® EPMWNOBA AHA (HYL| PK (RSA))

Field Value
Version V3
Serial Mumber [53860402439757538032833571273872599....
Signature Algorithm [SHA 1withRSA]
Issuer C=kKZ, ST=AcTaHa, L=AcTana, O=HawioHan...

[From: Tue Jun 02 17:40:53 ALMT 2015, To: ...

Subject L =ANMATHI, ST=ANMATbI, C=KZ, EMAILADD...
Signature 0000: 4434BF 8C 3538 7327 6458 A7 15...
MD5 Fingerprint 0E:66:52:87:2C:D9:CE: 75: 7C:43:F3:BD: 2E:.....
SHA 1 Fingerprint C6:55:04:F1:C3:4F: 1A:DE:8B: A8 54:06:B2:...

QFrom: Tue Jun 02 17:40:53 AIMT 2015,
To: Wed Jun 01 17:40:53 AIMT Z201€]
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S Windows 7 - C:\Users\****\AppData\LocalLow\
OS Windows XP - C:\Documents and Settings\****\Application Data\ ,
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1. 360WD 07.03.2017 13:58 Manka c daidnann

|. Adobe 18.04.2016 15:53 Manka c dainamn

1 Microsoft 24.06.2016 17:37 Manka c daitnamn

1. Mozilla 07.032.2017 13:58 Manka c dainamn

| Oracle 14.04.2016 12:37 Manka c daiinamm

14.04.2016 12:39 Manka c daidnamn

. Java, Sun Java
Windows XP. Java , Advanced TLS 1.1 TLS1.2:




| General | Update | Java | Security || Advanced |

@) Al certificates in the chain of trust

i) Do not check (not recommended)

Chedk for signed code certificate revocation using
(") Certificate Revocation Lists (CRLs)

() Online Certificate Status Protocal (QCSF)
(®) Both CRLs and OCSP

Perform TLS certificate revocation checks on

() Server certificate only

(@) All certificates in the chain of trust

(") Do not check (not recommended)

heck for TLS certificate revocation using

(") Certificate Revocation Lists (CRLs)

() Online Certificate Status Protocol (OCSF)
{®) Both CRLs and OCSP

dvanced Security Settings

[ ] Enable the operating system's restricted environment (native sandbox)
Use certificates and keys in browser keystore
Enable blacklist revocation check

Enable caching password for authentication
[]use 55L 2.0 compatible ClientHello farmat
Use TLS 1.0

iscellaneous
[] Store user settings in the roaming profile
[] Place Java icon in system tray
[] Suppress sponsar offers when installing or updating Java

ORACLE

Enter a password to access your personal keystore:

Password: uuu|
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CEeOoiCTRO | 3HaueHUe

Knwou 3LMN no ymonyaHme

AupekTopuA OnNA eeifopa haina ChUsers\&irepumiDownloads
Brerga vcnonk30BaTe KNOY N0 YMONYAHWID

Mcnonb3aoeaTe OOHY KHOMKY ONA NOOMMCH W OTNPABKK hafina

Mcnone3oeate yoTponcTeo eToken

lcnonk3oBaTk yCTpolcTREO KazToken

Mcnone3oeate yoTpolcTeo JaCarta
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